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Adobe Acrobat Signature Guide

Procurement Services - December 2021

This guide outlines the following:
Section 1: How to set up your Adobe Acrobat digital signature ID for the first time;
Section 2: Adding a certificate-based signature to a prepared form; and

Section 3: Adding a certificate-based signature to a non-prepared PDF.

Section 1: Creating your Adobe Acrobat digital signature ID for the first time

This process is suitable for a PDF form already containing a signature field. See red flag example below.
All red flags indicate a document is pre-prepared for digital signature.

[ |

Signature

The red line on the top left corner of the field indicates the field is a signature field.

1. Click the Signature field requiring your signature.

2. Adialog box like the one below will appear. Select Configure Digital ID.

This signature field requires a digital signature identity.

Would you like to configure one now?

Help Configure Digital ID Cancel




n MONTCLAIR STATE
<? UNIVERSITY

3. Select the option Create a new Digital ID and click Continue.
Configure a Digital ID for signing x

- Select the type of Digital ID:
A Digital ID is required to

create a digital
signature The most secure - :
Digital ID are issued by D Use a Signature Creation Device
trusted Certificate o Q Configure a smart card or token connected to your
authorities and are based computer
on secure devices like smart
card or token. Some are
based on files. . ,

Use a Digital ID from a file
You ean also create a new O i Import an existing Digital ID that you have
Digital ID, but they provide T
a low level of identity
assurance,

Create a new Digital ID
o
©  Create your self-signed Digital ID

4. Select the option Save to File and click Continue.

Select the destination of the new Digital ID X
Digital IDs are typically ° Q save to File
issued by trusted providers
that assure the valicity of Save the Digital ID to  file in your computer
the identity.
Self-signed Digital ID may
not provide the same level Save to Windows Certificate Store
of assurance and may not o} Q[E] Save the Digital ID to Windows Certificate Store to
be accepted in some use

iy be shared with other applications

Consult with your recipients
if this is an acceptable form
of authentication.

5. Fill out the information needed to create your personal digital ID. Enter your full name,
Organizational Unit (Department), Organization Name (Company/Institution), full email address,
Country (leave it as US — UNITED STATES), Key Algorithm (leave it as 2048-bit RSA), and select
Digital Signatures for the field “Use Digital ID for.”

Create a self-signed Digital ID X
Enter the identity Name John Doe
information to be used for
creating the self-signed Organizational Unit Procurment Department
Digital ID.
Digital IDs that are self- Organization Name Montclair State University

signed by individuals do not
provide the sssurance that Email Addrass jdoe@example.com
the identity information is
valid. For this reason they

may not be accepted in Country/Region US - UNITED STATES v
some uze cases
Key Algorithm 2048-bit RSA v
Use Digital ID for Digital Signatures v
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6. Next, add a password for your Digital ID. You will need this password each time you sign a
document. Do not share with others.

Save the self-signed Digital ID to a file X

Your Digital 1D will be saved at the following location
Add a password to protect °

the private key of the

Digital ID. You will need this, C:\Users\AppData\Roaming\Adobe\Acrobat\DC\Securi
password again to use the

Digital D for signing

Save the Digital ID file in a Apply a password to protect the Digital ID:
known location so that you
can copy it or back it up. [ ]

Confirm the password:

®

7. Select the ID you just created in order to apply the signature to the form and click Continue.

Sign with a Digital ID X

Cheose the Digital ID that you want to use for signing

© [ JohnDoe Digital ID file) View Details
% Issued by: John Doe, Expires: 2026.12.02

@ Configure New Digital ID

8. To sign the form, enter the password you created for this ID and click Sign. Depending on the
form, and which part of the form you add your signature, this locks fields from editing. Be sure

to fill out all fields required of you, even if the field appears after your signature line, prior to
placing your signature.

Sign as "John Doe™ X

JOhn Digitally signed

by John Doe
D Date: 2021.12.02
Oe 10:16:24 -05'00'
O Lock document after signing View Certificate Details
Review document content that may affect signing
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9. You will be asked to re-save the file with your signature. Check the file location and make sure
the file name is correct.

10. Your signature will appear on the line you selected to enter your signature.

Digitally signed by John

Doe
JO h n Doe Date: 2021.12.02 10:27:53

-05'00°

Signature

11. To remove your signature, right click on your digital ID and say “Clear signature”.

Digitally signed by John

John Do€™ oo s

el Vialidlate Signature
Srgnafure View Signed Version

Compare Signed Version to Cyrrent Version

Show Signature Properties...

Section 2: Adding Certificate-Based Signatures to Prepared Forms

The PDF forms housed on MSU’s Procurement Services webpage under the sections “Forms” now
contain digital signature fields to enable users that have an Adobe digital ID to quickly sign in the
appropriate signature field. Perform the following steps to sign PDF forms that contain digital signature
fields.

1. Open the PDF form that you want to sign and fill out the form as applicable.

2. Click on the digital signature field where you want to sign. Digital signature fields are identified
by a small red flag in the top left-hand corner.

[=]

Signature
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3. Choose the digital signature you want to use in the “Sign with a Digital ID” box (if you have more
than one digital signature saved on your computer) then click Continue.

Sign with a Digital ID X
Choose the Digital ID that you want to use for signing:
o @ John Doe (Digital ID file) View Details

R Issued by: John Doe, Expires: 2026.12.02
® Configure New Digital ID

4. Enter your password and click Sign.

Sign as "John Doe" X

JOhn Digitally signed
by John Doe

Doe Date: 2021.12.02
10:16:24 -05'00'

O Lock document after signing View Certificate Details

Review document content that may affect signing

a. IMPORTANT! The Sign as [your signature text] box may have a checkbox giving you the

option to lock the document after signing. If any more changes need to be made to the
document, do not check this box.

[J Lock document after signing View Certificate Details

Review document content that may affect signing
[Enter the Digital ID PIN or Password..

5. You will be prompted to save the file. After saving the file, your certificate-based digital
signature will appear in the document. You may now send the form to the next signer if
applicable or send to the appropriate party within Procurement Services.

You may encounter some University wide forms that are not prepared for signature. If this is the case,
please adhere to the following steps and guidelines in order to make the PDF document you are trying
to sign compatible with your Adobe signature.
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Section 3: Adding a Certificate-Based Signature to a Non-Prepared PDF

1. Open the PDF form that you want to sign.
2. Open the Certificates tool from the Tools page (icon image below).

%

Certificates

| Add ||

a. Thisicon can be found by clicking on the tab titled “Tools” located at the upper left-
hand corner of the Adobe document (see below).

File Edit Vieg WWindow Help
Haomme 0 MSL = Best Wester. =

¢ B8 E Q @ 2 B £Z &«

3. Choose Digitally Sign from the Certificates tool bar above.

S
I Certificates (Q‘Q Digitally 59&% Time Stamp Ié‘a Validate All Signatures

4. Follow the instructions in the pop-up window to create a digital signature box by using your
mouse to click and drag to draw the area where you want the signature to be located on the
document.

Adobe Acrobat

I."'i"‘-.‘ Using your mouse, click and drag to draw the area where you would like the
¥' signature to appear. Once you finish dragging out the desired area, you will be
taken to the next step of the signing process.

[[] Do not show this message again
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6. Choose the digital signature you want to use in the “Sign with a Digital ID” box (if you have more
than one digital signature saved on your computer) then click Continue.

Sign with a Digital ID

X
Choose the Digital ID that you want to use for signing
o [D John Doe (Digital ID file) View Details
X Issued by: John Doe, Expires: 2026.12.02
@ Configure New Digital ID

5. Enter your password and click Sign. You will be prompted to save the file. After saving the file,
your certificate-based digital signature will appear in the document.

Sign as "John Doe™ X

Appearance | Standard Text v

JOhn Digitally signed
by John Doe

DOe Date: 2021.12.02
10:16:24 -05'00

O Lock document after signing View Certificate Details

Review document content that may affect signing

a. IMPORTANT! The Sign as [your signature text] box may have a checkbox giving you the

option to lock the document after signing. If any more changes need to be made to the
document, do not check this box.

[ Lock document after signing View Certificate Details

Review document content that may affect signing
[Enter the Digital ID PIN or Password..
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6. Enter your password and click Sign.

Sign as "John Doe" X

JOhn Digitally signed
by John Doe

Doe Date: 2021.12.02
10:16:24 -05'00'

O Lock document after signing View Certificate Details

Review document content that may affect signing

7. You will be prompted to save the file. After saving the file, your certificate-based digital
signature will appear in the document. You may now send the form to the next signer if
applicable or send to the appropriate party within Procurement Services.



