Personal Information Protection Law of the
People’s Republic of China (PIPL)
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Montclair State University is committed to respecting and protecting the privacy rights
of all persons consistent with the Personal Information Protection Law (“PIPL") of the
People’s Republic of China (PRC) that was adopted in August 2021 and became
effective on November 1, 2021. This policy describes Montclair State University’s
commitment to the privacy of persons in Mainland China. Additional information
about the PIPL can be found at PIPL. For the purposes of this Policy, the term
“Personal Information” shall include any personal information and sensitive personal
information as defined in the PIPL and the term “Mainland China” shall refer to the
continental landmass under the direct control of the People’s Republic of China (PRC),
including the islands of Hainan Province and five major autonomous regions (i.e.,
Tibet, Inner Mongolia, Xinjiang, Ningxia and Guangxi), but excluding the Hong Kong
Special Autonomous Region (SAR), Macao SAR and Taiwan.
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https://www.montclair.edu/policies/responsible-office/university-counsel/
https://digichina.stanford.edu/work/translation-personal-information-protection-law-of-the-peoples-republic-of-china-effective-nov-1-2021/
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The PIPL applies to all natural persons located in Mainland China and has both a
domestic and extraterritorial scope of application. The PIPL applies to the handling of
Personal Information related to activities carried out inside Mainland China and also
applies to the handling of Personal Information outside Mainland China under any of
the following conditions: 1) The purpose is to provide products or services to
domestic natural persons; 2) The purpose is to analyze and evaluate the activities of
domestic natural persons; or 3) Other circumstances provided by laws and
regulations.
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The PIPL is designed to protect the privacy of data, imposing a very broad set of data
privacy regulations and requirements on the handling of Personal Information
concerning a natural person that is collected or processed in, or transferred out of,
Mainland China, and to regulate entities that offer goods or services in the Mainland
China.
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The PIPL defines personal information as “various kinds of information related to
identified or identifiable natural persons recorded by electronic or other means,
excluding the information handled anonymously.” Personal information would
include but is not limited to a name, reference number, identification number, online
identifier, email address, IP address, etc. The PIPL also includes a special category of
personal information, Sensitive Personal Information (“SPI”), that has additional
security and handling requirements. Sensitive Personal Information is defined as
‘information that can easily lead to the infringement of the personal dignity of natural
persons or the harm of personal or property safety once leaked or illegally used,
including such information as biometrics, religious belief, specific identities, medical
health, financial accounts, and whereabouts (e.g., location data), and the personal



information of minors under the age of 14. Therefore, the PIPL, has broader
protections than U.S., N.J. and other foreign laws.
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The PIPL requires Personal Information to be processed lawfully, fairly, and for a
definite and reasonable purpose. Personal Information should be processed in a
manner that has the least impact on the individuals’ rights and interests and limited
to only information that is necessary and directly related to the purpose of processing.
Personal Information should be maintained for integrity and accuracy, stored only for
the length of time required or needed to achieve the purpose, and safeguarded from
unauthorized disclosure.
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The PIPL defines seven (7) legal bases under which Montclair State University can
collect and handle PRC Personal Information: 1) the individual has given consent to
the processing for a specific purpose; 2) the processing is necessary for the
university's performance of a contract to which the individual is a party; 3) where
necessary for the performance of statutory duties or obligations; 4) where necessary
for public health emergencies or the protection of the life, health and property safety;
5) where handling is within a reasonable scope necessary to carry out activities as
news reporting and supervision by public opinions for the public interest; 6) where the
Personal Information is disclosed by the individual themselves or it is otherwise
legally disclosed; or 7) other circumstances provided by laws and administrative
regulations.
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Penalties for non-compliance can be significant, with administrative fines and
penalties on institutions, as well as monetary fines and criminal liability on
responsible personnel who fail to comply with the law.
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Under PIPL, individuals have the right to know and make decisions relating to their
Personal Information including the right to consult, copy, transfer, correct, amend,
supplement, restrict access, withdraw consent for use, and/or request deletion of
their Personal Information. In addition, under PIPL there is an additional post-mortem
right to exercise rights over Personal Information for a deceased’s next of kin. These
rights must be communicated to individuals and a convenient method provided for
request to be made. If Montclair State University refuses an individual’s request to
exercise their rights, the University will explain the basis for the refusal. If an individual
believes that Montclair State University has violated their rights, they may file a lawsuit
in a court of competent jurisdiction according to the law.
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The University is subject to PIPL when it recruits students or employees in Mainland
China, conducts marketing or outreach in Mainland China, participates in student or
faculty exchanges or other academic programs within Mainland China, conducts
fundraising targeted to Mainland China, collects information from alumnae in China,
conducts research with human subjects in Mainland China, or engages in other
activities within Mainland China. Therefore, Privacy Notices have been adopted by
the University and University Foundation to describe the Personal Information and
Sensitive Information collected, the applicable legal basis, the purposes for which
Personal Information is used, safeguards imposed, the retention period, and a point
of contact for an individual to exercise his/her rights under the PIPL. The University’s
PIPL Privacy Notice can be found here [insert link]:
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Individuals who wish to exercise their rights under PIPL should contact the email
identified in the Privacy Notice.
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Consent may be recorded by using the consent forms created in connection with
this Policy. If a third-party software as a service (“SaaS") provider, or any other third-
party provider is used to collect, store or process Personal Information gathered in
Mainland China, the Consent Form must be revised to identify the name of the SaaS
or other third-party provider.
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Consent to the collection and processing of Personal Information must be explicit,
and individuals must be provided the ability to revoke consent in as easy a manner
as consent was given. Individuals can withdraw their consent at any time. When
Montclair State University receives a request to withdraw consent, we will stop
processing the Personal Information, unless there is some other legal grounds
requiring the continued processing for the establishment, exercise, or defense of
legal claims or is otherwise permitted by applicable law. Withdrawal of consent does
not affect the lawfulness of the University’s processing that occurred before
consent was withdrawn. Refusal to consent or withdrawal of consent will not impact
an individual’s ability to access university goods and/or services that are applicable
to them unless consent is a requirement for provision of those goods or services.
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https://montclairconnect.org/consent-form

Personal Information that an individual provides to Montclair State University will
generally be hosted on Montclair State University servers located on its campus in
NJ, U.S.A. To the extent that Montclair State University needs to transfer Personal
Information either from Mainland China to the U.S. or to another country, or from the
U.S. to another country other than Mainland China, Montclair State University will do
so consistent with applicable laws regarding such transfers and only with the
individual's consent. To support such transfers, Montclair State University requires
Institutions in Mainland China who share Personal Information with Montclair State
University to enter into Montclair State University’s China Data Joint Handling
Addendum (insert link) that contains standard terms and conditions to clearly
establish the rights and responsibilities of the parties involved in the transfer.
Completed and executed Joint Handling Addendum'’s should be returned to the
Office of Global Engagement for retention.
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The University often uses third-party systems to store and process Personal
Information. Third-party vendors must complete and execute Montclair State
University’s China Data Handling Addendum - Montclair as Personal Information
Handler and Vendor as Entrusted Party. Montclair State University’s China Data
Handling Addendum includes clauses approved for use under the PIPL. Completed
and executed Data Handling Addendums should be returned to Procurement
Services for counter-signature and retention. The China Data Handling Addendum
for use with University vendors can be found on the Procurement Services webpage
at: https://www.montclair.edu/procurement/forms/.
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https://www.montclair.edu/procurement/forms/) .



http://www.montclair.edu/president/university-counsel/gdpr-personal-data-transfer-agreement/
https://www.montclair.edu/policies/wp-content/uploads/sites/205/2019/03/Data-Protection-Addendum-MSU-rev-5-8-18-clean.pdf
https://www.montclair.edu/procurement/forms/

The Data Handling Addendum or Joint Handling Addendum must be signed before
Personal Information is transferred out of Mainland China to Montclair State
University, or to a University vendor.
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The PIPL requires that appropriate data protection measures are put in place to
ensure the security and integrity of Personal Information that Montclair State
University collects, maintains, and otherwise uses. Montclair State University uses
physical, managerial, and technical safeguards to protect Personal Information and
that are designed to improve the integrity and security of Personal Information.
Montclair State University uses data minimization, pseudonymization and
encryption where appropriate, taking into consideration the risks presented by
processing, accident or unlawful destruction, loss, alteration, and unauthorized
disclosure.
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To ensure appropriate measures are put in place to protect the security and integrity
of Personal Information. PIPL requires an impact assessment be performed under
the following circumstances: 1) when Sensitive Personal Information will be
handled; 2) when automated decision making involves Personal Information; 3)
when Personal Information will be provided to a Montclair State University vendor or
other third-party; 4) when Personal Information will be transferred out of Mainland
China; or 5) if handling the Personal Information will have a significant impact on an
individual’s rights and interests. Any Montclair State University unit that engages in
such activities must use the Impact Assessment Form [insert link] to determine and
document that the use of Personal Information is legitimate, justified, and
necessary; the impact on the individuals’ rights and interests and security risks; and
if security measures in place are legitimate, effective and appropriate to any such
risks. Impact Assessments must be retained by the Montclair State University unit
for no less than 3 years.
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Personal Information is stored and retained in accordance with the Record
Retention Schedule adopted by the State of New Jersey, Department of the
Treasury, Division of Revenue and Enterprise Services — Record Management
Services that is applicable to four year colleges and universities, and other
applicable U.S. Laws.
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Under the PIPL, automated decision-making (ADM) is defined as using computer
programs to automatically analyze or assess personal behaviors, habits, interests,
or hobbies, or financial, health, credit, or other status, and then to make decisions
based on the analysis of such information. Montclair State University or the
Montclair State University Foundation may use automated decision-making
(ADM)from time-to-time for screening for potential donors, data analytics, data
mining, and targeted marketing. Montclair State University does not use automated
processing to make admission, academic, or employment decisions about
individuals or other decisions that could have a major impact on their rights and
interests based solely on automated processing.
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University employees who have questions regarding this policy may contact
University Counsel. Individuals within Mainland China who have questions about the
handling of their Personal Information should contact the individual identified in the
PIPL Privacy Notice.
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http://www.nj.gov/treasury/revenue/rms/pdf/s510000.pdf
http://www.nj.gov/treasury/revenue/rms/pdf/s510000.pdf

Montclair State University may update this policy from time to time. Any changes to
the policy will become effective upon posting of the updated policy.
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